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Abstract: The Routing Protocol for Low-power and Lossy Networks (RPL) is the most crucial in the Internet of Things (IoT) 

for the routing process. The RPL protocol is proposed by the Internet-Engineering Task-Force (IETF)-Routing over low-power 

and lossy-networks (ROLL) working group for IoT environments routing service. RPL has been improved for a wide range of 

IoT application scenarios and environments. One of the primary reasons for RPL improvement is load balancing. In Low-Power 

and Lossy Networks (LLNs), the load balancing can even degrade network performance and node lifetime. In this article, 

contains the RPL enhanced schemes offered for the load balancing, for IoT/LLNs, and explores future research options. 
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1. Introduction  
 

The IoT network is one of the key technologies enabling the 

smart automation revolution 4.0 and 5.0. The IoT is a 

complex network interconnected with different physical smart 

devices that detect and share information about our real-time 

environment. Each smart object monitors its environment and 

transfers the perceived information to the sink node via 

routing protocols with its interconnected smart objects [1]–

[4]. A sensor node detects neighbors and paths for relaying 

the data from one to another and constructs the topology. In 

this part, an IoT network system requires an effective 

networking architecture. These smart object features are 

limited resources, therefore the characteristics and limited 

resources must be considered by an efficient routing 

mechanism. Thus, designing and implementing such routing 

protocol is a complicated task due to the network resource 

constrains and limitations of these devices. Furthermore, in 

environmental factors, the IoT network sensors usually face 

unfavorable. As a result of IoT network routing protocols 

development is a difficult challenge [5]. 

 

The RPL, proposed and standardized by the International 

Engineering Task Force (IETF), Routing Over Low-Power 

and Lossy-Networks (ROLL) working - group, is one of the 

prominent routing protocols that offer IPv6 connection to 

LLNs devices for implementing the IoT Network. The RPL 

protocol is built on the IPv6 low-power wireless personal area 

network (6LoWPAN) that is linked to the IP network via the 

sink node[6], [7]. 

 

IoT network routers typically operate with limited constraints 

on processing in energy, memory, compute and resources 

which are called LLNs. Therefore, LLNs have a high 

possibility of loss rates, low data rates, and instability in IoT 

networks [8]–[11].  

 

The RPL aims to be useful in a wide range of IoT 

applications. For this reason, RPL separates packet 

processing and relying data in routing optimization objectives 

is minimizing energy, and minimizing latency with constraint 

satisfaction. The load balancing issues takes first place in 

network to causes packet losses and delay. Packet losses in 

LLNs also may affect reliability and robustness of the IoT 

applications if end-to-end (E2E) delay and packet recovery is 

not ensured by the upper layer protocol due to resource 

limitations. Even though the load balancing is degrade the 

lifetime due to Non-uniform energy depletion in the nodes 

and conforms to the congestion in the network. The RPL 

viewpoint of RPL topology, mobility, and security 

enhancements research effort requirements are mentioned in 

review surveys [12]–[15].  

 

IoT applications are playing a vital role in the fields of 

education, agriculture, home automation, and industries. Even 

nowadays the education field student attendance entry is also 

operated through IoT devices. IoT-based biometric 

fingerprint attendance system reduced human efforts and 

avoided the physical damages of the traditional method. The 

IoT service-enabled biometrics attendance system 

implementation is replaced the traditional attendance method 

in the education field. This type of IoT automated process 

works under a different operating system (Windows, Unix, 
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Linux) based application to make it possible to manage 

student attendance from remote locations [16]. This statement 

shows the importance of IoT applications, the IoT 

applications are unavoidable technology in all smart fields.  

 

The IoT is a self-organized, autonomous, decentralized, and 

dynamic network technique, which allows nodes to join and 

quit at any time and from remote locations. The routing 

operation is challenging because the node may exit the 

network while a packet is transferring in its path due to 

protocol impact. In an IoT network, each node is wireless and 

simultaneously acts as a host and a router. Several proposed 

routing methods are supported in IoT service; routing is the 

core component of network service. The IPv6 features-

enabled protocols are majorly classified into flat and hybrid 

types, the flat type has sub-divisions in the basic categories of 

reactive and proactive. Because routing protocols are in 

charge of managing, constructing, and maintaining the 

network topology, network performance is always dependent 

on protocol selection. The routing operations of data 

forwarding, receiving, and path selection also take part in 

protocols [17]. 

 

1.1 Routing protocol importance  

The routing protocols enable and distribute the routing 

information between interconnected devices which includes a 

router, node, hop, topology, route, and other network-related 

components. This routing information will frequently change 

over time based on the network conditions. The simplest level 

of understanding the routing provides the basic 

communication information about the network structure. This 

structured information is unique and easily identified by each 

connected device. In an IoT network routing information 

from the child to the parent/root is an essential part of a 

Wireless Sensor Network (WSN). The unplugged or mobile 

sensor nodes are used in IoT networks in terms of constrained 

method, which refers LLNs. 

 

1.2 Routing classification  

Routing functions are path discovery and selecting path 

between networks devices for message transmission, and they 

securely transferred message from source to destination. An 

information exchange each other scenario the routing in IoT 

is wide concept without the requirement of human 

intervention, the IoT applications are varying objects in 

different fields. IoT application devices are generally 

composed with strong restriction on computation, memory 

and energy utilization. Hereafter the IoT devices are referred 

as nodes. Based on real time implementation IoT applications 

objectives nodes can have different hardware capacities. In 

some cases routing can perform based on the local context of 

with or without Internet connection.  Based on route creation 

principles low-power IoT networks, the routing protocols(set 

of rules for communications) can be classified as proactive 

and reactive[18].  

 

The LLNs and/or IoT framework the routing protocols are 

classified into different factors based on the work nature of 

routing architecture, the following three types are primary 

classification in routing: 

Proactive: In this routing scheme, each node maintains 

timely routing information by frequently communicating with 

its immediate neighbor node for routing data updates. 

Proactive-type protocols maintain data on all routes 

throughout the network structure, even if a node is not 

required, so each node registers their routes information to all 

other nodes in the network. These protocols exchange control 

messages between nodes on an interval basis to update the 

route information of each node in the network and also 

response when a new node enters or another node is no longer 

available within the network structure. 

 

Reactive:  An on-demand-based network structure formation 

is known as a reactive routing protocol. The routes are 

discovered and constructed based on the node requirements.  

The route discovery and maintenance operations are majorly 

presented in this method for performing the routing 

operations. The first operation of the route discovery process 

floods the route request data to the entire network and finds 

the optimal path for the transmission of packets between the 

source and the destination nodes. The second operation of 

maintenance will consider the route as the topology in the 

network, the topology formation is dynamic in nature of 

network requirements. 

 

Hybrid: The hybrid scheme may combine the proactive and 

reactive protocol and performs the combination operations as 

the required network structure. This type of scheme will 

alleviate the individual protocol flaws and improve the 

network performance optimally. The hybrid approach 

implementations are only possible in a conditioned network 

structure. 

 

IoT networking protocols are important for communication 

between the different types of devices in the IoT system. 

Thus, the IoT protocols differ from the regular protocol and 

they will have to fulfill various constraints. In addition, the 

IoT network has the network stack layer to perform various 

network functions for communication. Each layer has 

different responsibilities for data exchange and network 

maintenance and various standardized protocols [19].  

 

The Figure 1 shows the protocol major network protocol 

classifications. Since the RPL protocol standardization, it has 

created significant attraction in the IoT network industry and 

research. The reason is that provides efficient and optimal 

routing operations among nodes in LLNs/IoT, maintains 

Quality of Service (QoS), and it is flexible in adaption to 

various network topologies.  

 

In addition, the RPL protocol is employed in low-power 

constrained mechanisms and affords self-organizing and self-

healing methods to control frequent network performance 

failures. Technically, the RPL adopted the IPv6 standard and 

it has more potential benefits, including flexibility, 

scalability, de-facto method, and reliability. Its memory 

addressing range is suitable for an extensive percentage of 

IoT network nodes. 
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Figure 1: Routing protocol classifications 

 

It is worth the standard that the RPL is developed with 

resource-constrained devices, allowing it to handle the variety 

of IoT/LLNs network applications. The standardized RPL is a 

proactive distance-vector loop-free Destination Oriented 

Directed Acyclic Graph (DODAG) features-enabled routing 

protocol. Quieter, the RPL network instance constructs a 

DODAG tree topology based on a set of predefined node-

based and link-based metrics and constraints, the ideal de-

facto method of Objective Functions (OFs) contributes to 

from the node rank, responsible for selecting a parent node in 

the DODAG topology. The OFs functionalities perform 

various  operations  until establishing the optimal DODAG 

topology by selecting the most efficient routes in an upward 

and downward direction to the destination node [20]. 

 

The network instance load balancing is the method of sharing 

or distributing the set of parameters equally across the 

network. The balanced load in the DODAG parent node 

makes their communication process more efficient and 

optimizes the routing process and improves the network 

performance. The uneven DODAG topology formations have 

a high possibility of overloaded parent nodes affecting the 

network performance parameters (node lifetime, high traffic, 

congestion). 

 

In this review article, the section 2 outlined the fundamental 

components of RPL protocol, the section 3 discusses load 

balancing importance, section 4 summarizes existing load 

balancing schemes for RPL protocol and the section 5 

conclusion of the load balancing.  

 

2. RPL components overview  
The RPL protocol is a distance-vector, proactive, IPv6 

features enabled  and it supports and provides, Point-to-Point 

(P2P), Point-to-MultiPoint(P2MP), and MultiPoint-to-Point 

(MP2P) traffic patterns which includes upward or downward 

direction flow as per LLNs application requirements [21]. 

 

2.1 DODAG topology  

The initial process of topology construction flows from the 

root node and forms the Destination-Oriented Directed 

Acyclic-Graph (DODAG) for interconnecting the nodes in 

the LLNs.  In this DODAG tree topology contains leaf and 

root nodes, each leaf node has one or more roots and assigns 

the rank for inter-routing and establishes the connection to 

LLNs Border Routers (LBR) in the manner of loop-free.  

This DODAG can be operated in either storing mode (each 

node maintains the route information) or non-storing (the 

route information maintained by the root node). The DODAG 

topology formation process follows the following ICMPv6 

control message which all are contains the DODAG related 

information:  

 DIO: DODAG information Object  

 DAO: Destination Advertisement Object 

 DIS: DODAG Information Solicitation 

The DODAG root node broadcasts the DIO control message 

to its neighbors. DIO messages are received by neighbors and 

processed. The processed DIO message is transmitted to other 

nodes until reaches the leaf node. A node can join any 

DODAG in the RPL instance (Collection of DODAGs), if 

any node decides to join the DODAGs, calculates the path 

cost to the DIO sender and then compare the cost then join 

the decided DODAG based on rank. If once the neighbor 

joined the DODAG, the current node has the perfect route to 

the DODAG root node. Next, the newly joined node 

calculates its current rank (position on the tree) and replies 

through DAO to its parent for participation confirmation. In 

case of any node is not received the DIO message, the newly 

joining node has DIS option intimation request sending 

periodically to its nearest nodes. The DAO-ACK send by a 

node to its parent for confirmation and then starts the routing 

process in the formed DDOAG, meanwhile that any new 

node is ready to join the existing DODAG, the DOADG will 

reconstruct based on the rank and always the rank should 

increase from root to leaf.  

 

The following Figure 2. Presents the simplified flow diagram 

of the DODAG topology formation process. Node B receives 

the DIO control message from the root node A; and replies to 

the DIO to the root of A.  After that, the B node act as an 

intermediate parent to other nodes and sends the DIO to C; 

then C replies to the DAO, then the same process will occur 

in C and D based on the DIS message in the scope limitation.  

After all the nodes acquire the root the DAO relay will 

happen from leaf to root (D-C-B-A). These all the control 

message containers are have the various related information 

about the DOADG like RPL-instance-ID, rank, IPv6-header, 

type, metric and etc. 

 

 
Figure 2:  Flow diagram of DODAG topology formation process. 
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2.2 Objective Functions (OFs) and Metrics  

The IETF-WG standardized two objective functions in RPL 

to perform the routing operations along with static or 

dynamic metrics. These decoupling technique OFs are related 

to performing rank computations and parent selection using 

constrained metrics for the optimized routing process. The 

RPL OFs are specified in RFC-6550 [22] and named 

Objective-Function Zero (OF0) and Minimum Rank with 

Hysteresis Objective-Function (MRHOF).  

 

The OF0 specifications are defined in RFC-6552 [23] and 

allow nodes to find the shortest path between two nodes and 

then interoperation of routing using hop-count metrics. This 

OF0 is using only one metric to perform the routing path 

selection operation and which does not provide the 

guaranteed optimized path in the DODAG. The MRHOF 

specified in RFC-6719 [24] uses the additive metrics method 

for performing the parent selection and routing operations 

like Expected Transmission Count (ETX), hop count, latency, 

and so on.  

 

2.3 Trickle Algorithms 

In RPL Protocol the third fundamental component is the 

Trickle timer algorithm, using this algorithm is to perform the 

routing operations under the time interval. The objective of 

Trickle is to broadcast routing details between DODAG 

topology nodes in energy efficient manner. The Trickle has 

the following two mechanisms to archive the objective; it 

increases and decreases the signaling rate adaptively to the 

changes in the network.  

 

The trickle timer algorithm employs a power-saving feature 

known as the duty cycle. It works by turning off the radio if 

there is no data packet is received by the node. The radio, on 

the other hand, only turns on when packets must be broadcast. 

Furthermore, the trickling algorithm is designed to send 

packets and updated packets continuously and flexibly. The 

first strategy is utilized in a network; when an inconsistent 

state is detected, the algorithm increases the signaling rate to 

take control of the situation. The suppression approach is 

utilized when a node detects that its neighbors have amassed 

enough transmission numbers for a packet; this process saves 

energy by inhibiting transmission [25]. 

 

The second mechanism is, to remove the transferred routing 

information in a node that has the same and ensure the 

flexibility and reliability of basic network primitive. The 

Trickle allows the DODAG to fast network convergence for 

forming DODAG topology and reduces the congestion in low 

energy consumption. In RPL, RFC-6206 [26], [27] 

specification Internet draft mentions the set of LLNs 

applications as reliable broadcast and routing. In addition,  it 

manages the time between resource discovery and listening to 

incoming and outgoing information, while the nodes 

communicate with their neighbors.  These three components 

are fundamental to the RPL protocol to perform the routing in 

IoT. 

 

 

 

3. Load Balancing in RPL  
 

The standardized RPL protocol has several features like 

robust, exiguous delay, fast configuration, a loop-free tree, 

and self-repair. However, the DODAG load imbalance 

requires some significant enhancement improvements in RPL 

[28], [29].  

 

More typically, RPL is dealing with load balance distribution 

in LLNs, which may lead to quick energy on the parent node, 

and congestion in data traffic distribution. Further, this 

unbalanced problem has more impacts on the overloaded 

node and a high possibility of bottleneck route selection. 

Many extension RPLs have by way of new OFs are 

successful in providing improved energy efficiency, 

performance, reliability, and network lifetime by providing 

alternate paths. 

 

 However, the load imbalance in the RPL issue has a high 

challenge that is not addressed satisfactorily. The load 

imbalance issues in RPL is critical to operating large-scale 

IoT networks for applications like such as emergency or 

periodical response scenario and this imbalance load has the 

possibility of problems like energy depletion, parent 

switching, bottleneck, thundering herd, early parent node 

death, increased congestion, network instability, and poor 

performance. There are various phenomenon possibilities to 

form the unbalanced topology in RPL, in this section for 

understanding, we addressed the thundering herd possibilities 

example with Figure 3. 

 

Figure 3, represents P1 and P2 are the parent node, A to D 

nodes are under constructed topology and the nodes of E to H 

are ready to join the topology according to DODAG control 

messages. 

 

 
Figure 3: Example phenomenon topology 

 

In this scenario, the DODAG formation possibilities are 

represented in Table 1. In this Table 1 representation 

physically we can understand, if all the new nodes are joined 

into P1, the P1 gets overloaded or if the new nodes are joined 

with P2 then the P2 gets overloaded, anyway this case there is 

no balanced root in topology. In this situation, the P1 or P2 

may get overloaded, congestion and early death.   
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Table 1: Example topology node formation 

 
 

4. Schemes for Load balancing  
 

This section reviews the existing load balancing scheme 

solutions to enhance the load balance in LLNs. The more 

number of schemes are proposed to solve the unbalanced 

topology among which some of the significant schemes are 

summarized.  At the end of this section, we evaluate the 

schemes in terms of primary features, routing metrics, and 

metrics performance assessment in Table 2. 

 

To build the multipath DODAGs, and maintain the parent set 

receiving more than one DIO control message with child 

count is proposed in the Heuristic Load Distribution 

algorithm (HeLD) [30]. This proposed work formulated the 

optimized network flow distribution and solve the local 

information utilization. In this work traffic flow of each node 

compares the received packet traffic rates of its current parent 

in a one-to-one.  The received packet traffic rates are not 

satisfied in the two parents; the same traffic metric values are 

equalized and adjusted between the two parents and help the 

parents to maintain the equal depth of nodes in the topology.   

The Expected Life Time (ELT) metric was calculated for N 

nodes and proposed multipath RPL method to balance the 

energy consumption[31], this method's objective is to 

increase the lifetime of constrained nodes instead of simply 

using the high energy node to forward the packets. This 

method contributed to identifying the energy of bottleneck 

nodes along with the route and dividing it traffic flow among 

all intermediate parents. Each node computes and assuming 

that the lifetime of the bottleneck duration if that duration is 

high the current node will be removed from the existing 

parent and try to join the new optimal parent. 

 

In [32], introduced the Queue Utilization RPL (QU-RPL) was 

to handle the congestion and load balancing issues. The queue 

utilization considers the parent selection and made the 

modifications on TinyRPL, the stability metric is inherited 

and permits the node to select its parent when the routing 

metric stability exceeds the boundary. In the part congestion 

control indicator, maximum values met the threshold, if both 

indicator conditions are satisfied in this method, the current 

node gets the possibility to change the parent to avoid the 

herding impact. 

 

The network workload imbalanced is alleviated in LB-

RPL[33] , by using of two approaches, which detects the load 

imbalance and optimize the data relay route in link layer 

communication qualities.  To alleviate workload imbalance, 

this scheme forwards packets using root nodes, initially, each 

node considered as potential next node for packet forwarding. 

Based on the channel condition find packet loss probability is 

forward to parent node. The second scheme provides the 

imbalance mitigation through DIO control message timer 

interval and measured the workload through the buffer 

counter utilization. The buffer counter utilization is 

computing the average number of packets available certain 

duration or total packets loaded in the buffer.  If a parent node 

has busy in current round, the more delay will take part of 

next round process.   

 

The power –Controlled RPL (PC-RPL)[34] addressed the 

load imbalance and hidden edge node problem, most packet 

losses occurred at links rather than queues as traffic demand 

grew, and the link losses were caused by packet collision 

owing to the hidden node terminal problem. Furthermore, 

when packets were substantially lost in queues, this happened 

only at a few bottleneck nodes with massive imbalanced 

topology sub-trees. To address the issues, PC-RPL uses the 

hop-count, RSSI, and ETX metrics and the most unique 

feature of this PC-RPL is that highly uses the RSSI values 

adaptive method. 
 

Table 2: Existing load balancing scheme evaluation 
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In [35],proposed two new measures that uses the information 

from the MAC layer to predict reliability and improve the 

network lifespan through load-balancing while fulfilling 

reliability restrictions. The R-metric, for example, reflects the 

end-to-end (E2E) reliability between a node and a root. The 

R-metric is extended ETX at the MAC layer by accounting of 

packet losses caused by MAC layer produced congestion. R-

metric is calculated based on the probability computation that 

a packet is transmitted successfully over the link on each 

path, within a maximum number of back-offs and 

retransmissions at the MAC layer basis that the reliability of 

each link depends on the busy channel probability, the 

consideration of   channel Link Quality Indicator (LQI) value, 

and the MAC parameters used to find the probability. 

 

5. Conclusion 
 

Since the RPL standard, is a high-rated LLNs/IoT routing 

protocol, the number of research surveys and contributions 

were conducted on various aspects to enhance the RPL, load 

balancing-related concerns are limited and contributions are 

countable in LLNs/IoT routing protocols. To the best of our 

research knowledge, there are no previous review works like 

ours. In this review study, we analyzed the research literature 

with the goal of understanding the load balancing needs and 

the significance of DODAG in RPL. More specifically, the 

trends in routing metrics composite design techniques were 

discussed in further depth. Many techniques actively use 

route diversity through forwarding packets via numerous 

parents on a packet-by-packet basis. We also offered future 

research directions, such as RPL design that takes into 

account more competent limited metric platforms without 

compromising the standardized RPL, examination through 

real-world implementations and experimentation, and 

application of RPL protocol instances. Congestion control 

techniques for RPL are planned to continue to adapt to new 

demands as diverse IoT application scenarios evolve, and 

increased load balancing will also be carried out with various 

metrics. 
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